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1. Introduction  
 

 

WATOBO [1] is intended to enable security professionals to perform highly efficient (semi-

automated ) web application security audits. I am convinced that the semi-automated 

approach is the best way to perform an accurate audit and to identify most of the 

vulnerabilities. 

WATOBO has no attack capabilities and is provided for legal vulnerability audit purposes 

only. It works like a local proxy, similar to Webscarab, Paros or BurpSuite 

Additionally, WATOBO supports passive and active checks. Passive checks are more like 

filter functions. They are used to collect useful information, e.g. email or IP addresses. 

Passive checks will be performed during normal browsing activities. No additional requests 

are sent to the (web) application. 

 

Active checks instead will produce a high number of requests (depending on the check 

module) because they do the automatic part of vulnerability identification, e.g. during a scan. 

 

The most important advantages of WATOBO are: 

 

• WATOBO has Session Management capabilities! You can define login scripts as well 

as logout signatures. So you don’t have to login manually each time you get logged out 

 

• WATOBO can perform vulnerability checks out of the box 

 

• WATOBO supports Inline De-/Encoding, so you don’t have to copy strings to a 

transcoder and back again. Just do it inside the request/response window with a simple 

mouse click. 

 

• WATOBO has smart filter functions, so you can find and navigate to the most 

interesting parts of the application easily. 

 

• WATOBO is written in (FX)Ruby and enables you to define your own checks 

 

• WATOBO is free software (licensed under the GNU General Public License Version 2) 

 

 

 

Summarizing the functions of WATOBO: 

 

• Supports session management. 

• Detects logout and automatically takes a re-login. 

• Supports filter functions 

• Inline-Encoder/Decoder 

• Includes vulnerability scanner 

• Quick-scan for targeted scanning a URL 

• Full-scan to scan a whole session 
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• Manual request editor with special functions 

• Session information is updated 

• Login can be done automatically 

• Transcoder 

• URL, Base64, MD5, SHA-1 

• Interceptor 

• Fuzzer 

• Free, Stable and Open source! 

• Script code easy to understand 

• Easy to extend / adapt 

• In real-world scenarios tested and developed 

• Speed / usability 

• Active and Passive checks 

• Runs under Windows, Linux, BackTrack. 

 

 

Screenshot: 
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2. Installation 
 

 

2.1 Installation under Windows 

 

1. Install Ruby:   

 

Download the Ruby One-click Installer (http://rubyinstaller.org/downloads/) and install ruby 

on your computer: 
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2. Get WATOBO: 

 

Download WATOBO (http://sourceforge.net/projects/watobo/) and extract the WATOBO 

sources to a place/directory of your choice 

 

 

 

2.2 Installation under BackTrack  

 

 

1. Update your backtrack installation (this step is optional but always recommended) 

 

 
apt-get update 
 
apt-get upgrade 
 
 

 

 

2.) Install fxruby 

 

Execute the following commands: 

 

 
gem uninstall rubygems-update  
 

           (ignore message "Unknown gem rubygems-update >= 0") 

 
 
gem install rubygems-update -v 1.3.4 
 
/var/lib/gems/1.8/bin/update_rubygems 
 
gem install hoe 
 
gem install fxruby 
 

 

 

 

 

3. Install JSSH Firefox Extension 
 

 

Follow the instructions of the firewatir projekt: 

 

http://wiki.openqa.org/display/WTR/FireWatir+Installation 

 

 

Click on “Install” and then on “Allow”: 
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Click on “Install now” in the following dialog box: 

 

 
 

 

Then restart firefox. 

 

 

 

4. Get WATOBO: 

 

Download WATOBO (http://sourceforge.net/projects/watobo/) and extract the WATOBO 

sources to a place/directory of your choice 
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3. Using WATOBO 
 

3.1 Start WATOBO: 

 

� cd into the WATOBO directory and then issue the following command: 

 

 
ruby start_watobo.rb 

 

 

 

� Click on the green    

 

and create/select your workspace directory: 
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� enter project name and session name: 

 

 
 

 

 
 

 

� change the proxy-settings of your prefered browser, e.g. firefox: 

 

 
 

 

 

Now you are ready to go! 

 

 

 

 

 

 

 

 



   

 - 9 - 

 

3.2 Passive checks 

 

� visit the target application (all the parts you want to audit): 

 

 

Example: Mutillidae [1]: 
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� when finished with browsing switch back to WATOBO and look at the first results of the 

passive checks: 

 

 
 

3.3 Active checks 

 

A full scan will perform an automated vulnerability analysis of all recorded chats (except the 

excluded ones). 

 

First you have to exclude the chats from scanning which: 

 

- may harm our system/application 

- may lock our login 

- will logout our sessions 

- we don't want to analyze 

 

� because we don't want to lock our account we exclude the login chat (15): 
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and exclude the logout chat (34): 

 

 

 

� Start scan:    

 

 

� select target(s):   
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� select checks:  

 

 

 

� verify excluded Chats: 
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� press Start  � the findings are updated immediately: 

 

You can watch the scan progress with the dashboard: 

 

 

Findings: 
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Chat of SQL-injection finding: 
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Sites: 
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Chats: 
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Single chat (1): 
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3.3 Session management 

 

To demonstrate session management we need an application where you have to login first, 

like DVWA. 

 

Example: Damn Vulnerable Web App [3]: 

 

 

 

 

First we login with admin/password and browse the application (passive checks): 
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Note: Logout from the application after browsing since we want to test session 

management. 
 

First we need to identify all chats (request/response pair) which are responsible for the login 

process and add them to the login script (add the chat where the cookie is set and where the 

login credentials are posted - "302 found") 

 

In our example it is Chat 1 where the session cookie is set: 

 

 

as well as chat 3 where the login credentials are posted: 

 

 

 

To validate the session settings open the Session Management Menu (Settings → Session 

management): 
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Open the “Session Ids” tab, then open the “Response” tab to see where the session 

information has been set: 

 

 

 

After we finished verifying our session management settings let's see if it really works: 

 

� chose a chat and open the Manual Request Editor: 
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"Update Session Information" enabled: 

 

 

� Send  � we are redirected to the login page: 

 



   

 - 22 - 

 

Now check "Run Login" which runs the login script (chats 1 + 3) to get valid session 

information 

 

� Send � now we successfully updated our session information: 

 

 

 

 

 

 

 

Once you got a valid session information you can disable "Run Login" because the session 

information is still remembered 

 

Disabling "Update Session Information" will redirect you to the login page again: 
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Now you can also try an active scan but do not forget to exclude the login- and logout chats 

from scanning. 
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3.4 Manual requests 

 

 

� double-click the desired chat: 

 

 

Here you can change what you like in the request (e.g.  id=' ) and send it away. 
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The differ function is totally awesome  -  you can compare 2 chats from the same type: 

 

 

 

 

 

Choose the 2 chats which you want to be compared, then click on “Diff it!” 

See the comparison of the REQUEST 
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and the RESPONSE of the chats: 
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3.5 More functions 

 
 

Inline De-/Encoding: 

 

If you for example have a HTTP basic authentication you can decode the base64 encoded 

string immediately with WATOBO. Just select the string, right click your mouse and you can 

see immediately the credentials test/test. 

 

 

 

 

 

 

 

You can also send the selected string to the transcoder which can do several de-/encodings: 
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Browser-View: 

 

A nice feature is when you click on  

 

 

you can see the response in your browser (on windows only IE supported ) 

 

 

 

 

Interceptor: 

 

 

Of course, WATOBO  has an interceptor too: 
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3.6 Fuzzing 

 

- Enumerate Usernames - 

 

Here we use the fuzzer for collecting usernames from the mutillidae web application [2]. First 

examine the response for the username with uid=3. 

 

Here we have a corresponding username („logged in as john“): 
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Now open the fuzzer: 

 

 

 

 

First we have to define a tag by which we can define the position of a generated value in the 

request later. Double-click on Tags and enter a tag name: 

 

 

 

Next we have to define a generator which will produce the values we need. Double-click on 

“Tag: uid“, select “Counter“ and choose start=0, stop = 100, step = 0 (=1). This results in the 

values 0,1,2,3,....100. 
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To define the position of our values inside the request simply enter the tag name enclosed 

between “%%“. That means replace uid=3 with uid=%%uid%% : 

 

 

 

 

To extract the usernames we also have to define a filter. Double-click on Filters. 

So let's define a regex. In this case the regex  

 

logged in as (.*)</h2'  
is just fine. 

 

Note: the match value must be enclosed between brackets. 
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Let's go �  click on Start 
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Click on the tab Results: 

 

 

 

 

� we found the users adrian, ed, admin, hackme, Fancy and john. 

 

 

 

 

- Fuzzing multiple values - 

 

Here we want to enumerate a valid combination of filename + extension. In detail we want to 

test combinations of 3 filenames (index, test and xxx) and 3 extensions (mp3, wav and php). 

 

First we define a tag and a list generator for the filenames we want to test. 
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Create a tag for the filenames: 

 

 

 

Create the generator: 

 

 

 

Create a tag for the extensions: 
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Create the generator: 

 

 

 

 

Because we only want to know about valid combinations we define a filter for all  

 

'HTTP/1.1 200 OK' 

 responses: 
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Next we place our tags: 

 

 

 

Note, we have: 

 

filename = %%AAA%% 

extension = %%BBB%% 

 

� Start fuzzing: 
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� we have only one single match. 

 

If you want to see all combinations of values simply remove the filter: 
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- Generating complex values - 

 

Here we only generate more complex values without really fuzzing the web application so we 

neither place a tag at the request nor we need to define a filter. 

 

First we create a tag called 'FANCY' and a simple generator which produces the values 

0,1,2,.....20 and start the fuzzing process. In the Result tab we can see our values: 

 

 

 

 

 

 

Next we work on the values we get from the generator (input). We want to build values like 

“<input*10>:<input>“ 
 

For example for input=3 we want the resulting value “30:3“. Therefore right-click Counter 

and choose Add Action, select “Ruby Proc” and add the following line of ruby code:  

 

    (input.to_i*10).to_s + ":" + input 
 

 

 

 

 

 



   

 - 41 - 

 

 

 

 

� Start fuzzing and check the results: 
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In the next step we want to base64 encode this value by simply adding another action: 

 

 

 

� Start fuzzing and check the results: 
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In the final step the value should look like this: 

 

  "WATOBO:“<base64>“:pwned“ 

 

 

We create another action by adding the following ruby code: 

 

  "WATOBO:“ + input.strip + “:pwned“ 
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� Start fuzzing and check the results: 

 

 

 

 

Perfect !!!!! 
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4. Conclusion 
 

WATOBO is a really awesome tool which doesn't need an installation and can be quickly 

adapted to new requirements. I think the semi-automated approach of WATOBO is the best 

way to perform an accurate audit and to identify most of the vulnerabilities.  

The session management feature is totally leet and rarely found in free tools of this genre.   

Most of the functions are self explanatory and easy to perform which makes WATOBO an 

important tool in the pentester's arsenal. Since it's written in ruby you can add your own 

checks. 

The implemented fuzzer is very valuable in exploring a web application and finding more 

information and vulnerabilities. 

All these great features and functions make WATOBO one of the top free web assessment 

tools. 

  

 

 

 

 

 

 

 

 

5. References 
 

[1] WATOBO Homepage (by Siberas) 

 http://sourceforge.net/apps/mediawiki/watobo/index.php?title=Main_Page 

 

 

[2]  Mutillidae by Irongeek 
 http://www.irongeek.com/i.php?page=security/mutillidae-deliberately-vulnerable-php-owasp-top-10 

 

 

[3]  Damn Vulnerable Web App  
 http://www.dvwa.co.uk/ 

 

 

 

 

 

 

 

 

 


