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1. Introduction

WATOBO [1] is intended to enable security professionals to perform highly efficient (semi-
automated ) web application security audits. I am convinced that the semi-automated
approach is the best way to perform an accurate audit and to identify most of the
vulnerabilities.

WATOBO has no attack capabilities and is provided for legal vulnerability audit purposes
only. It works like a local proxy, similar to Webscarab, Paros or BurpSuite

Additionally, WATOBO supports passive and active checks. Passive checks are more like
filter functions. They are used to collect useful information, e.g. email or IP addresses.
Passive checks will be performed during normal browsing activities. No additional requests
are sent to the (web) application.

Active checks instead will produce a high number of requests (depending on the check
module) because they do the automatic part of vulnerability identification, e.g. during a scan.

The most important advantages of WATOBO are:

e WATOBO has Session Management capabilities! You can define login scripts as well
as logout signatures. So you don’t have to login manually each time you get logged out

e WATOBO can perform vulnerability checks out of the box
e WATOBO supports Inline De-/Encoding, so you don’t have to copy strings to a
transcoder and back again. Just do it inside the request/response window with a simple

mouse click.

e WATOBO has smart filter functions, so you can find and navigate to the most
interesting parts of the application easily.

e WATOBO is written in (FX)Ruby and enables you to define your own checks

e WATOBO is free software (licensed under the GNU General Public License Version 2)

Summarizing the functions of WATOBO:

Supports session management.

Detects logout and automatically takes a re-login.
Supports filter functions

Inline-Encoder/Decoder

Includes vulnerability scanner

Quick-scan for targeted scanning a URL
Full-scan to scan a whole session
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® Manual request editor with special functions
e Session information is updated
¢ [ogin can be done automatically
e Transcoder
e URL, Base64, MD5, SHA-1
¢ Interceptor
e Fuzzer
¢ Free, Stable and Open source!
e Script code easy to understand
e Easy to extend / adapt
¢ In real-world scenarios tested and developed
e Speed / usability
® Active and Passive checks
e Runs under Windows, Linux, BackTrack.
Screenshot:
% WATOBO by siberas Sl
File Settings Tools View Help
&> o] @l &
Findings| sites| | e Filter| Text Filter| Chat-ID: 1 @ Brmurviewl & Fumrl é._mnml Request
= 192.168.72.130 1| | ¥ exclpics ¥ excl. docs ¥ excl. javascript W excl. style sheets
& @ Vulnerabilities Renws
Apply
5 i Reflected XS5 [GET] Tt Tagless|
i [name] - /dhwa/vulnerab 1 [ Grep| Highiignt| Reset
= () Directory Indesing 4 |posT 19216872130 dwwallogin.php 302 Found GET htp://192168.72.130/dvwa/login.php HTTP/LL
"% Fawa/dveal/ 5 |eer 19216872130 dvwa/indexphp 200 0K Host 19216872.130 " .
% fdvwaldvwaimages/ 1 |GeT 19216872130 dvwa/security.php 200 0K :’;’;;fﬂ',‘.,m°"”‘"’5‘?'w"dfm& W'{'HM ”.“”"j’jq:;‘;;ﬁ:;'
% fdowa/dvwarcss/ 12 |GeT 19216872130 dwwalsecurity.php 200K Accept-Language: de-de deq=08,en-usq=0.5 en;q=03
. ! 14| post 19216872130 dwwa/security.php 302 Found securty=low Accept-Encoding: geip deflate
o G sauinjecion 15 |GeT 19216872130 dwa/security.php 200K e oo POl 84=07. =07
. Keep-Alive 11
® (id] - /dvwa/vulnerabiltie 16 |GET 19216872130 dvwa/vulnerabiliti 200 OK P:::yrcg:;emon: keep-alive
® . Unencrypted Logins 17 |cer 10216872130  dvwa/vulnerabilitisname=aa 200 OK Pragma: no-cache
=y 18 |GET 19216872130  dvwa/vulnerabilitic 200 0K Cache-Controk: no-cache
- 19 |GeT 19216872130 dvwa/vulnerabiliti 200 0K
- ﬁ HTTP Methods 20 |Ger 19216872130  dvwa/vulnerabilititid=a2a&Submit=5 200 OK dq | 55l
L N |GeT 19216872130 dhowalvulnerabil 200 OK
L 2 |post 19216872130 chowa/vulnerabiliti 200 0K
Response:
L cecrn BT de.start3 mozilla cefirefox client=firefox-aBur1301 Moved Permar
& earen 7 |GeT 19216872130 dhwalvulnerabiliti 302 Found PHPSESSID=1d614c Tex|Tagles].
o TECTSEARGH 19216872130 dwwallogin.php 200 OK security=high
# SEARCH 19216872130 dvwa/login.php 302 Found [ Grep| Highlight| Reset
% UNCHECKOUT 92 |ceT 19216872130 dwwa/login.php 200 OK HTTP/1.1 200 OK =
+ PROPPATCH 9| post 19216872130 dhowallogin.php 302 Found Date: Wed, 24 Mar 2010 16:38:33 GMT j
1 OPTIONS 95 | GET 19216872130  dvwa/indexphp 200 OK. Server: Apache/2.212 (Ubuntu)
% UNLOCK 107 |GeT 19216872130 dwwa/vulnerabilititpage=include.php 200 OK ?:%:?Et%{i:;ﬁiﬁéﬂom:?m 16470005, pathe
% VERSION_CONTROL 10 |cer 19216872130 chowa/vulnerabiliti 200 0K Expires: Tue, 23 Jun 2009 120000 GMT *
# SHOWMETHOD 173 |GET 192166872130 dwa/security.php 302 Found Cache-Controk: no-cache, must-revalidate
 DEBUG 174 | GET 19216872130  dwwa/login.php 200 OK z:"c"’;‘:k:m::c:": nian
I CHECKOUT 189 | GET 19216872130  dvwa/indexphp 302 Found Vary: Ac:e;t—Enw‘:lT\gg
i 190 |GET 19216872130 dvwa/login.php 200 0K Content-Length: 1185
3 suctiaw o L2322 dmarecuty xaround Coment e s mchoret st
o 72 a/login.php x
% coov -
L] | LH 4 | ;l_,
[Status: Ready Project: builds6 |Port: 8081
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2. Installation

2.1 Installation under Windows

1. Install Ruby:

Download the Ruby One-click Installer (http://rubyinstaller.org/downloads/) and install ruby
on your computer:

w Rubyinstaller

for Windows

Downloads

Rubylnstallers

i Ruby1.8.1-pa29
& ruby1a7-pz09
5 Ruby1.86-p30e

Other Useful Downloads

T-ZIP ARCHIVES

Rulay 1.9.1-p429
Ruby 1.8.7-p200
Ruby 1.8.6-p398
RUBY CORE & STANDARD LIERARY DOCUMENTATION

Ruby 1.9.1-p429 documentation (CHM formaly
Ruby 1.8.7-p299 documentation (CHM formaly
Ruby 1.8.6-p398 documentation (CHM format)

DEVELOPMENT KIT
devkit-3.4.5r3-20091110.72

LEGACY ONE-CLICK INSTALLER
ﬂ&‘ Ru

3 Ruby 1.8.6-026 Final

SCTRE

Choose Components (

Choose which Features of Ruby-186-27 wou want to install,

Check the components you want to install and uncheck the components you don't want ko
install, Click Mest ko continue,

Select components to install: Ruby E:ESEIV;PES:D
R pean
SdTE leyboard mappings for
Fnable Rub: 5 IRE {creates an
[ European Kevhoard IMPUTRC environment
variable),

Space required: 90.2MB

[ullsaft Install System »2, 33

< Bark I Rlext = I Cancel
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2. Get WATOBO:

Download WATOBO (http://sourceforge.net/projects/watobo/) and extract the WATOBO
sources to a place/directory of your choice

2.2 Installation under BackTrack

1. Update your backtrack installation (this step is optional but always recommended)

apt-get update
apt-get upgrade

2.) Install fxruby

Execute the following commands:

gem uninstall rubygems-update

(ignore message "Unknown gem rubygems-update >=0")

gem install rubygems-update -v 1.3.4
/var/1ib/gems/1.8/bin/update_rubygems
gem install hoe

gem install fxruby

3. Install JSSH Firefox Extension

Follow the instructions of the firewatir projekt:

http://wiki.openga.org/display/WTR/FireWatir+Installation

Click on “Install” and then on “Allow’:
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o Firefox prevented this site (wiki.openqa.org) from asking you to install software on your computer,

don | @

2) Install the JSSH Firefox Extension

The correct extension depends on your platform and your version of Firefox.

Production FireWatir

Platform Flrefox 2.0 Flrefox 3.0 Flrefox 3.3 Flrefox 3.6

Windows  install install install install
Mac install install install install
Linux install install install

Click on “Install now” in the following dialog box:

ﬂ
Install add-ons only from authors you trust.
e

Malcious software can damage your computer or viokate your privacy.

*You have asked to install the Following item:

4 j55h-3.6.-LinURKPI  (Author not verifiec])
hittp: fjwiki.openga. org/dowrload/attachments/1 4188672 jssh-5.6.x-Linux xpizverst

Inskall How Cancel

Then restart firefox.

4. Get WATOBO:

Download WATOBO (http://sourceforge.net/projects/watobo/) and extract the WATOBO
sources to a place/directory of your choice
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3. Using WATOBO

3.1 Start WATOBO:

- cd into the WATOBO directory and then issue the following command:

ruby start_watobo.rb

- Click on the green

oy

and create/select your workspace directory:

{* WATOBO by siberas
File Settings Tools Wiew Help

z|>ojel |

Findings I Sites |

Doe Filker I Text Filterl Optionsl
¥ exdl. pics ™ excl docs W excl, javascript M excl, style shests

=Tk
Workspace Directory; I Change I

Select Project

Project Mame: I Tew

Il Select Workspace DirectodCreate New Directory

Direckory: I[:I watobo_0.9.2 @ Create new directory with name:

MName I Mytirorkspace] d Date

. 010 03:30:11
[ certificates Cancel | oK | 010 08:22:56
Jicons 010 08:22:57
Cliib File Folder i 07/16/2010 08:22:58

1 modules File Folder i} 07/16/2010 08:22:58

1] | i

File Mame: I oF I
i File Filter: IP.IIFiIes (*) j Cancel I
I I
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-> enter project name and session name:

SC=1E N=IE]
wtlkspace Directory: Fk\watuhu_D.9.2\MyWDrkspace Changel Project: MyProject
Select Project Select Session

Project Name: NEWI Session Mame! |Session-1 New

Cancel Blckl

Cancel I BLCKI MI

-> change the proxy-settings of your prefered browser, e.g. firefox:

(Connection Settings ll

~Configure Proxies to Access the Internet

= Mo proxy

= Auto-detect proxy settings For this network
{ Use system proxy settings
o

Manual prosey configuration:

HTTP Praoxy: Ilocalhost Part: I 8081::’

BDBIﬂ
BDBIﬂ

Gopher Proxy: IIocthost Part: I 8081::1

SDSIﬂ

¥ Use this progy server For all protocols

S5 Prosy: I localhost Fart:

ETP Brioey I lacalhost Fart

SOEKS Host: I localhost Fart;

 SOCKS w4 I SOCKS W5

Mo Praxy for: I
Example: .mozilla.org, .net.nz, 192.163.1.0/24

Reload |
[o]4 I Cancel | Help |

{~ Automatic procy configuration LRL:

Now you are ready to go!
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3.2 Passive checks

-> visit the target application (all the parts you want to audit):

Example: Mutillidae [1]:

Version 1.5

Core Controls
Home

Register

Login

Logout

Toggle hints

S reset the DB
Show log

Credits

OWASP Top 10

Mutillidae: Hack, Learn, Secure

Not logged in

Login
If you do not have an account, Register
Enter your username and password:
Name:
testsql

Password:

2010

Al - Injection
(SQL and

Command)
Login
User info

DNS Lookup

Version 1.5

Core Controls
Home

Register

Login

Logout

Toggle hints
Setup/reset the
DB

Show log
Credits

OWASP Top 10

iSub

Mutillidae: Hack, Learn, Se¢

Not logged in

Add to your blog

Welcome to vour blog, leave an entry. Login, or you will be listed as "anonymous":

testxss

2010
Al - Injection Submit
(SQL and -
Enries:
Command) e
Lo anonymous:(2010-07-20 18:16:43)
=i testxss
e anonymous:(2010-07-20 18:16:37)
DNS Loolam Hello
oo anonymous:(2009-03-01 22:27:11)

A2 - Cross Site

Scripting (XSS)

An anonymous blog? Huh?
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—> when finished with browsing switch back to WATOBO and look at the first results of the

passive checks:

% WATOBO by siberas (Version: 09.3RC2)

= | B |

File Seffings Tools View Help

2|v|n) @ H|

Findings| Sites|

= 192.168178.196 =

g @ Vulnerabilities
B Unenerypted Logins

=) /mutilidae/index.php
Jmutilidae/index.php

= ! Hints
=
& Logins
= /mutilicae/indexphp
Jmutilidae/index. php

g ﬁ Info

= Q 1P Adress Disclosure

% [11127.001
# [12]192168178.193

&) Q Hotspots.
4 indexphp
&l hitp://firongeek.com/sigs/logo.php
@ register.php
# login.php
# setupresetphp
% show-log.php
# eredits.php
) hitp://www.owesp.org/indecphp
#l user-infophp
4l dns-lookup.php
4l add-to-your-blog php
#l view-someones-blog php
# browser-info.php
 text-file-viewer.php
4 source-viewer.php
) hitp://www. irongeek.com/i.php
) Jmutillidae/index,php
= hitp://192168.178.196/mutilidae/ind

Jmutillidae/indexphp

- )

= Apache/2.214 (Win32) DAV/2 mod_s:
/mutilidae/

E O EMeail Adresses
K1 —

r—

Doe Filter] Text Fitte| Options|

[¥ excl. pies ¥ excl. docs ¥ excl. javascript ¥ excl. style sheets

Apply|

Method| Host Path Parameters [ status | set-Cookie | Comment

1 |GET 192168178196  mutilidac/ 2000k

9 |GET 192168178196  mutilidac/ page=add-to-your-blog.php 200 0K

10 |POST 1921687819  mutilidac/indexphp input_from_form=Hello@Submit_but 200 OK

11 |POST 1921687819  mutilidac/indexphp input_from_formstestssiSubmit_bu200 OK

12 |GET 1921687819  mutilidac/indexphp page=browser-info,php 2000k

13 |GET 19216817819  mutilidac/indexphp page=show-Iog.php 200 0K

14 |GET 19216817819  mutilidac/indexphp page=login.php 2000k

15 |POST 192168178196  mutilidac/indexphp user_name=testsql&password=testsq 200 OK

16 |GET 192168178196  mutilidac/indexphp page=view-someones-blog.php 200 OK

17 |POST 192168178196  mutilidac/indexphp show_only_user=Show+ All+Users&S 200 OK

18 |GET 192168178196  mutilidac/indexphp page=login.php 200 0K

19 |GET 19216817819  mutilidac/indexphp page=register.php 200 0K

20 |POST 19216817819  mutilidac/indexphp user_name=hugoBtpassword=sanche 200 OK

21 |GET 19216817819  mutilidac/indexphp page=login.php 200 0K

2 |POST 19216817819  mutilidac/indexphp user_name=hugoBtpassword=sanche 200 0K uid=5
23 |GET 102168178136  mutilidae/indexphp 200 0K

24 |GET 102168178136  mutilidae/indexphp page=add-to-your-blog.php 200 0K

25 |GET 102168178136  mutilidae/indexphp page=login.php 200 0K

26 GET 192168.178.196 mutillidae/index.php do=logout 200 OK  vid=deleted;
21 GET 192168.178.196 mutillidae/index.php 200 OK.

28 |GET 192168178196 mutilidae/indexphp page=loginphp 200 0K

20 |GET 192168078196  mutilidae/indexphp page=add-to-your-blog.php 2000k

3.3 Active checks

-N/A-

Request

Toxt| Hex|

[ ~Grep| Highiight]| Reset
Response:

Text| Tagtess| He|

Grep| Highiight| Reset|

A full scan will perform an automated vulnerability analysis of all recorded chats (except the

excluded ones).

First you have to exclude the chats from scanning which:

- may harm our system/application
- may lock our login
- will logout our sessions

- we don't want to analyze

—> because we don't want to lock our account we exclude the login chat (15):

- 10 -
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% WATOBO by siberas (Version: 0.9.2RC]

File Settings Tools

|| > 0] @

View Help

Findings| Stes|

] @ 192168178196 =

ﬁ Vulnersbilties
. Unencrypted Logins

Hints

Logins
= /mutilidsefindex php
/mutilidae/indexphp

() Filename Parameter

= untitied
[mutilidae/indexphp
ﬁ Info

Q 1P Adress Disclosure
Q Hotspots

index.php
httpy/firongeek.comysigs/logo.php
registerphp

loginphp

setupreset.php

show-log.php
credits.php

http://www.owasp.org/index.php.
user-infophp

dns-lookup.php

add-to-your-blog.php
view-someones-blog.php

browser-info.php

text-file-viewerphp

source-viewer.php.
hitp//uwwirongeck.com/iphp
/mutilidac/index;php

ttp/ /192168 178.196/mutillidae/indec php
hitp://182168 178:196/mutillidae/setupreset.p
hitpi//localhost/mutilidae/index.php
redirectandlog.php

Q Server Headers

1 Apache/2.2.14 (Win32) DAV/2 mod ssi/2214 ‘_l

Doc Fﬂtev|7m Filter| Options|
IV excl. pics ¥ excl.docs W excl. javascript ¥ excl. style sheets

2ot
Method | Host | Path Parameters |status_| Set-Cookie | Comment
1 [GET 19216817819  mutilidsefindexphp 2000K
2 [GET 19216817819  mutilidse/indecphp page=loginphp 200k
3 |posT 192168178106 mutillidae/indexphp user_name=testsql&tpasswo 200 OK
4 |eET 192168178106 page=1 php 200 0K
5 [POST 192168178106  mutilidse/indephp view_user_name=testsq|Bp:200 OK
6 [GET 19216817819  mutilidse/indexphp page=dns-lookupphp 200 OK
7 |POST 192168178195  mutilidse/indexphp target_host=testsqlBSubmit200 OK
8 [POST 19216817819  mutilidse/indexphp target_host=sd+Si26%26-+15 200 OK
9 [POST 192168178195  mutilidae/indecphp target host= s+ 5426+ cirGiS 200 0K
10 [GET 192168178106 mutillidae/indexphp page=add-to-your-blog.phj200 OK
11 POST  192168.178196 mutillidae/index.php input_from_form=tesbess&S200 OK
12 |G 192163178196 i page= blog.200 OK
13 |POST 19216817819  mutilidae/indexphp show_only_user=Show+ All+ 200 OK
UG 19216817819 ~loginph 200 0K
16 |GET 192168178196  mutilica e 200K
T[T w216070106  mutiice g " ur-blog.phi200 OK
18 [POST 192168178106 mutilic L oginesapt | PPULTTOM.form=tests8is 200 OK
19 GET 192.168.178.196 page= blog.200 OK
2 [POST 192168178196  mutilidae/indexphp show_only_user=adming5u200 OK
2 |POST 192163178196  mutilidae/indexphp show_only_user=Shows All 200 OK
2 |G 19216817819 php  2000K
2 |GET  1921681781%  mutilidac/indexphp pogesshow-logphp 200 0K
24 |GET 19216817819  mutilidac/indexphp pagetect-file-viewerphp 200 OK
25 |poST 192168178196  mutilidae/indexphp ted_file_name=http %3A%21200 0K
% |GET 192168178195 php 2000K
27 GET 192.168.178.196 1200 OK
28 GET 192.168.178.196 mutillidae/indexphp 200 OK
2 |G 192163178196 i pagesshow-logphp 200 0K
|G 19216317819 2000k
3L |GET 19216817819  mutilidae/indexphp 2000k
2 |GET 19216817819  mutilidac/indexphp 2000k
3 |G 19216817819  mutilidac/indexphp 2000k
3 |GET 19216817819  mutilidae/indexphp do=logout 200K uid-deleted;
3 |GET 19216817819  mutilidae/indexphp 0k
36 GET 192.168.178.196 mutillidae/indexphp 200 OK

and exclude the logout chat (34):

-
"%F WATOBO by siberas (Version: 0.9.2RC.

Chat-ID: 15

@Bmwser—\/\ew| @ Fuzer ,&Manuamequeﬂ
Request:
Tert| Hex|

| Grep| Highlight| Reset]

POST hitp//192168 178.196/mutillidac/index php?page=login.php HTTP/11
Host; 192168178196

User-Agent: Mozlla/5.0 (Windows; U Windows NT 6.1; de; rviL 9.26) Gecka/20100625 Firefo
Accept: I )'/79=08
Accept-Language: de-dle de:q=08, en-us:q=05,enq=03

Accept-Encoding: gzip, deflate
Accept-Charset: 15O-8859-1, utf-
Keep-Alive: 115
Proxy-Connection: keep-zlive
Referer: http://192.168.1 h
Cookie: uid=5

Content-Type: application/x-www-form-urlencoded
Content-Length: 51

07,1q=07

user_r

il |

Response:

Tert| Tagless| Hex|

| Grep| Highlight| Reset]

HTTP/11200 OK

Date: Tue, 20 Jul 2010 17:08:21 GMT

Server Apache/2.214 (Win32) DAV/2 mod_ssI/2.2.14 OpenSSL/0.9.81 mod_autoindex_ colc
X-Powered-By: PHP/5.31

Set-Cookie: Lid=3

Content-Length: 5717

Connection: close

Content-Type: text/html

<meta hitp-equiv="refresh" content="0;uri=indexphp"> <IDOCTYRE HTML PUBLIC /A
<htmi>

<heads

<meta content="tex/him}, charset=us-ascii” http-equiv="content-type">

<link rel="shortcut icon” href="favicon.ico" type="image/x-icon’ />

</head>
<body>
<table borde
<tr> <td bgol

| File Settings Tools

|#| o @

View Help

-]

|

Findings| Sites|

Doc Filter Text Fitter| options|

= @ 192.168.178.196
=] @ Vulnerabilities
@ vrencorica togins

Hints

Logins
= fmutillidas/index.php
/mutillidaefindex.php

=] Filename Parameter

= untitled

/mutillidaefindex.php
—
E Info

- Start scan:

—> select target(s):

= Clear| [lagout

I~ Full Request [~ Full Response

Apply:

Method | Host

192168178196
Send to

Path Parameters.

Copy »
Add to Login-Script

11 -
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" Start Full Scan -

| Select Scan Targets

Deselect All I Select All

¥ 192168.178.196

Cancel

- select checks:

Start Full Scan -

| Select Checks

[ Default

Directory Indexing
HTTP Methods

otus Doemino DB Enumeration

imple SQL-Injection
Boolean SQL-Injection
X55

Simple Cross Site Scripting Checks

Concel] Back| Nec sior]

- verify excluded Chats:

Start Full Scan -

Advanced Settings
[ Scan Options
Maz. Par. Request: I 20

l Enable Smart Scan ¥

[ Excluded Chats

[15,34

Ignore Similar Chats [~ Viewaditl

r Forwarding Proxy

Current: I Viewaditl

[ Session Management

Viewaditl

S12-
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- press Start —> the findings are updated immediately:

You can watch the scan progress with the dashboard:

Findings:

- T ——

B WATOBO by siberas (Version: 0.9.2RC2)

File Settings Tools View Help

LAY 1

Finding;l Sites| DASHBOARD
=] = Project Information Scan Information
@ Vulnerabilities Scan-Status: Finished
. Unencrypted Logins Directory Indexing

= /mutillidae/index.php
“ /mutillidae/index.php

B m SQL-Injection

[show_only_user] - /mutillidae/index.php
/mutillidae/index.php

HTTP Methods

Letus Domino DB Enumeration

=l [view_user_name] - /mutillidae/index.php
/mutillidae/index.php Simple 5QL-Injection
[password] - /mutillidae/index.php
/mutillidae/index.php
/mutillidag/index.php Boolean SQL-Injection
[=I [user_name] - /mutillidae/index.php
/mutillidag/index.php

=] i Reflected XSS [POST]

= [input_from_form] - /mutillidae/index.php

/mutillidag/index.php

= [Submit_button] - /mutillidae/index.php -
: /utillidag/index.php

" /mutillidae/index.php

=] i Reflected X55 [GET]

E| [php_file_name] - /mutillidae/index.php
ol /mutillidae/index.php
/mutillidag/index.php

- /mutillidae/index.php
/mutillidag/index.php

- /mutillidae/index.php
/utillidag/index.php

= [submit] - /mutillidae/index.php
- /mutillidae/index.php

- /mutillidae/index.php

- /mutillidae/index.php

- /mutillidae/index.php

= i Reflected XSS [GET]

£ [php_file_name] - /mutillidae/index.php
" /mutillidae/index.php

Hints ‘j

Simple Cross Site Scripting Checks
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Chat of SQL-injection finding:

Finding "SQL-Injection” [Chat-ID: 3]

O Browser-View

5&1 Manual Request

e
2 Fuzzer

Request:

TEthHex]

| M Highlight E

POST http://192.168.178.196/mutillidae/index.php?page=login.php HTTP/1.1
Host: 192.168.178.196

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 61; de; ne1.9.2.6) Gecko/20100625 Firefox/3.6.6
Accept: text/html,application/xhtml+xml,application/xml;q=09*/*q=0.8
Accept-language: de-de,deig=08,en-us:q=0.5,en;q=0.3

Accept-Charset: [50-8858-1,utf-8;q=0.7,%q=0.7

Keep-Alive: 115

Referer: http://192.168.178.196/mutillidae/index. php?page=login.php

Cookie: uid=5

Content-Type: application/x-www-form-urlencoded

Content-Length: 52

Cennection: Close

Proxy-Connection: Close

Accept-Encoding: None

user_name=faafpassword=testsgl&Submit_button=Submit

Response:
Te’ftlTaglessl Hexl

| M Highlight E

1080110/2.71 med_perl/2.04 Perl/v5.10.1

mtax; check the manual that corresponds to your MyEREzILs, version for the right syntax to use neai
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Sites:

.
BF WATOBO by siberas (Version: 092RC2)

|

File Settings Tools View Help

>| @

e|fm

Findings Sitesl

epeeaeaeaae

= @ 192.168.178.196
B D mutillidae

index.php

index.php?page=login.php
index.php?page=user-info.php
index.php?page=dns-lockup.php
index.php?page=add-to-your-blog.php
index.php?page=view-someones-blog.php
index.php?page=browser-info.php
index.php?page=show-log.php
index.php?page=text-file-viewer.php
index.php?page=source-viewer.php
index.php?page=source-viewer.php&php_file_name=add-to-your-blog.
index.php?page=credits.php

index.phpfdo=logout

- 15-
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Chats:

Doc Filter Text F”tEfl Options]

Gl
Appy|

[~ Full Request [ Full Response

Meth0d| Host Path Parameters | Status | Se
1 GET 192.168.178.196 mutillidae/index.php 200 0K
2 GET 192168.178.196 mutillidae/index.php page=login.php 200 0K
3 POST 192168178196 mutillidae/index.php user_names=testsql&passwo 200 OK
4 GET 192168.178.196 mutillidae/index.php page=user-info.php 200 OK
5 POST 192168178196 mutillidae/index.php view_user_name=testsql8tp: 200 OK
6 GET 192168.178.196 mutillidae/index.php page=dns-lockup.php 200 OK
7 POST 192168178196 mutillidae/index.php target_host=testsql&Submit 200 OK
8 POST  192168.178.196 mutillidae/index.php target_host=sd+%26%26+1s 200 OK
9 POST 192168178196 mutillidae/index.php target_host=sd+ %26+ dir&S 200 OK
10 | GET 192168.178.196 mutillidae/index.php page=add-to-your-blog.phy 200 OK
11 |POST 192168178196 mutillidae/index.php input_from_form=testss&5 200 0K
12 | GET 192168.178.196 mutillidae/index.php page=view-someones-blog, 200 OK
13 |POST 192168178196 mutillidae/index.php show_only_user=5Show-+All+200 0K
14 GET 192.168.178.196 mutillidae/index.php page=login.php 200 OK
15 |POST 192168178196 mutillidae/index.php user_names=johnépassword 200 0K uir
16 | GET 192.168.178.196 mutillidae/index.php 200 0K
17 | GET 192168.178.196 mutillidae/index.php page=add-to-your-blog.phy 200 OK
18 POST 192168178196 mutillidae/index.php input_from_forrm=testess85 200 OK
19 | GET 192168.178.196 mutillidae/index.php page=view-someones-blog. 200 OK
20 |POST 192168178196 mutillidae/index.php show_only_user=admin&Su 200 OK
21 |POST 192168178196 mutillidae/index.php show_only_user=Show-+All+200 OK
22 GET 192.168.178.196 mutillidae/index.php page=browser-info.php 200 OK
23 | GET 192168.178.196 mutillidae/index.php page=show-log.php 200 QK
24 | GET 192168.178.196 mutillidae/index.php page=text-file-viewerphp 200 OK
25 |POST 192168178196 mutillidae/index.php text_file_name=http%63A%621200 OK
26 | GET 192168.178.196 mutillidae/index.php page=source-viewer.php 200 OK
27 | GET 192168.178.196 mutillidae/index.php page=source-viewer.php&p 200 0K
28 | GET 192.168.178.196 mutillidae/index.php 200 0K
29 GET 192.168.178.196 mutillidae/index.php page=show-log.php 200 OK
30 | GET 192168.178.196 mutillidae/index.php page=credits.php 200 OK
31 | GET 192.168178.196 mutillidae/index.php 200 0K
32 | GET 192.168.178.196 mutillidae/index.php 200 OK
33 | GET 192.168.178.196 mutillidae/index.php 200 0K
34 | GET 192,168.178.196 mutillidae/index.php do=logout 200 0K uir
35 | GET 192.168.178.196 mutillidae/index.php 200 0K
35 | GET 192168178196 mutillidae/index.php 200 OK
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Single chat (1):

Chat-ID: 1

é Manual Request

@ Browser-‘u"\ew| ‘—J‘] Fuzzer

Request:
TEﬂIHexl

[ Grep| Highiight| Reset|

GET http://192.168.178 196/mutillidae/index.php HTTP/1.1

Host: 192.168.178.196

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; de; n:1.9.2.6) Gecko/20100625 Firefox/3.6.6
Accept: text/htrl application/xhtrnl+xml,application/xml;q=0.9,*/*q=0.8

Accept-Language: de-de deiq=08,en-us;q=05,en:q=0.3

Accept-Encoding: gzip, deflate

Accept-Charset: 150-8859-1, utf-8:9=07,%:q=0.7

Keep-Alive: 115

Proxy-Connection: keep-alive

Cookie: uid=5

Response:

TEﬂITagIessl Hexl

| ﬂl Highlight EI

HTTP/1.1 200 OK

Date: Tue, 20 Jul 2010 17:07:21 GMT

Server: Apache/2.2.14 (Win32) DAV/2 mod_ssl/2.2.14 Open55L/0.9.8] mod_autoindex_color PHR/5.3
X-Powered-By: PHP/5.31

Connection: close

Transfer-Enceding: chunked

Content-Type: text/html|

270b

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.0rg/TR/1¢
<html>

<head=

<meta content="text’html; charset=us-ascii" http-equiv="content-type">

<link rel="shertcut icon” href="favicon.ico” type="image/x-icen” />

</head>

width="100%" cellspacing="0" cellpadding="0">
<tr> <td bgcolor="#88ff88"align="center" colspan="2"»

=
4| | 3
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3.3 Session management

To demonstrate session management we need an application where you have to login first,
like DVWA.

Example: Damn Vulnerable Web App [3]:

@ Damn Vulnerable Web App (DVWA) - Login - Mozilla Firetox T o= |

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

€2 ¢ &k @ S| @ @ B & - B (F ntp/192168178196/dvwa/loginphp & - | (BB OffsecEplc P | %
| Aktuell FW-ADMIM-GUIs Info Security Support LEEW Tools OMUME-Tools MhyLinks || %SHODAN »
} Damn Vulnerable Web App (DVWA) -...| + -
DVWA
Username
Password

Login

First we login with admin/password and browse the application (passive checks):

(TIVAVY)N

Damn Vulnerable Web App
Home . Vulnerability: Reflected Cross Site Scripting (XSS)
Instructions |
AT | What's your name?
Brute Force testss Submit
Command Execution
CSRF More info

http://ha.ckers.org/xss html
http://en.wikipedia.org/wiki/Cross-site_scripting
http:/fwww._cgisecurity.comixss-fag.html

5QL Injection

|
|
|
File Inclusion |
|
Upload |

XS5 stored |

DVWA Security |
PHP Info |
About |

Logout |

~18-
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Note: Logout from the application after browsing since we want to test session
management.

First we need to identify all chats (request/response pair) which are responsible for the login
process and add them to the login script (add the chat where the cookie is set and where the

login credentials are posted - "302 found")

In our example it is Chat 1 where the session cookie is set:

Method | Host Parameters Set-Cookie (
192.168.178.196 — 302 Found PHPSESSID= sbeh888vms5i75a9200s4bi |
3
GET 19216817819 dvwa/login.php snate 200 0K
X Exclude from Scan »
3 POST 192168178196 dvwa/login.php use z R nasswi302 Found
4 GET 192168.178.196 dvwa/index.php Ri — 200 OK
. Add to Login-Script
5 GET 192168.178.196 dwvwa/vulnerabilities/xss_r/ 200 OK
7] GET 192168.178.196 dvwa/vulnerabilities/xss_r/ name=testxss 200 OK
as well as chat 3 where the login credentials are posted:

Meth odl Host I Path I Parameters I Status I Set-Cookie I !
1 GET 192168178.196 dvwa/ 302 Found PHPSESSID=5sbeh888vm5j75a920rs4 bk
2 | GET 192.168.178.196 dvwa/login.php 200 0K
i ?— Sendto username=admin&password=passw und I

Exclude from Scan »
5 GET o , a/vulnerabilities/xss_r/ 200 OK
6 GET B T a/vulnerabilities/xss_r/ name=testiss 200 OK
Add to Login-Script o

7 GET oo avwva/vulnerabilities/xss_s/ 200 QK
g POST 192168178196 dvwa/vulnerabilities/xss_s/ titName=testrssBmtxMessage=teshe 200 OK
9 |GET 192.168.178.196 dvwa/vulnerabilities/sqli/ 200 0K
10 | GET 192.168.178.196 dvwa,vulnerabilities/sqli/ id=testsql&Submit=S5ubmit 200 QK

To validate the session settings open the Session Management Menu (Settings — Session
management):

r o
4, Session Management li‘ﬂlg

o

Login SE”PTCI Sesssion ID;I Logout Swgnaturesl

Login Script Requests: Remove Request| Add Request..|
Methodl Host I Path I Parameters I Status Set-Cookie | Comment
al GET 192168178196  dvwa/ 302 Found  PHPSESSID=sheh888v
POST 192168178196  chwa/loginphp  username=admin&p d=p d@&login=Login 302 Found
i il
i i
i
I
i i
I
i
I
| (|
REquestI Responsel
|
I

Cancel EI

———
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Open the “Session Ids” tab, then open the “Response” tab to see where the session
information has been set:

[ session Mansgemen GG o

Login Script Sesssion IDSI Logout Signaturesl

Session ID Patterns: Login Requests:
I(PHPSESSID]:([U-QE-ZA-Z]*J(;|&]? I[l] GET http://192168.178.196/dvwa/ HTTP/1.1 j
Addl Removel Request RESPOHSEI
—— = . HTTP/1.1 302 Found

name="(sessid)" value="([0-92-24-Z\-) Date: Thu, 22 Jul 2010 10:52:04 GMT f

(sessid)=([-0-9a-zA-Z_:]") (| &7 Server: Apache/2.2.14 (Win32) DAV/2 mod_ssl/2.2.14 OpenSSLA0.9.81 med_autoindex_color PHP/5.3.1 mod_apreg2-

(SESSIONID)=([-0-9a-zA-Z_\AO Y G180 7 X-Powered-By: PHP/5.3.1

SESSID)= ([0-8a-zA-Z1*) |87 £t S PHPSESSIDS chehB88vm5i/5 =0 path=/

IBLIERESI, 10 9 ZA-ZI) {8’ . Expires: Thu, 19 Nov 1981 08:52:00 GMT 1

(ASPSESSIONID)\w*=([0-9a-zA-Z]*) ;|87 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

(MYSAPSS02)=([0-9a-zA-Z.=%]") |87 Pragma: no-cache

(ELEXIRSID)=([0-9a-zA-Z1-1*)(:|&)7 Set-Cookie: security=high

Location: legin.php
=([0-9a-zA-Z)-T71(:| 87

(S.LSID]_([U 9a ZA 2187 Content-Length: 0

(sid)=([0-9a-z]")(")? Connection: close

(saplb_\*)=([-0-9a-zA-Z_\(\) ]G 87 Content-Type: text/html

(DomAuthSessld)= ([0-9a-zA-Z])(|&)7

(wgate)\/ (Iwid, W Taw=~T7CI1&'|)?

(session)=([-0-9a-zA4-Z_A\ 7|87
|
(]
|
N

‘ | |

Cancellﬂl

After we finished verifying our session management settings let's see if it really works:

- chose a chat and open the Manual Request Editor:

Method | Host |Path Parameters Status Set-Cookie

1 GET 192.168.178.196 dvwa/ 302 Found PHPSESSID=sbeh888vm5j75a9200s4 bk
2 GET 192.168.178.196 dvwa/legin.php 200 0K
3 POST 192168178196 dvwa/login.php username=admin&password=passwi302 Found
4 GET 192.168.178.196 dvwa/index.php 200 0K
5 GET 192.168.178.196 dvwa/vulnerabilities/xss_r/ 200 0K
T e homezioes ook |
7 ¢ 200 0K

Exclude from Scan »
8 P - ttMame=testxssBimtiMessage=teste 200 QK

o] 2

9 A dvwa/vulnerabilities/sqli/ 200 0K

Add to Login-Script . ) . ] ]
10 dvwa/vulnerabilities/sqli/ id=testsgl&Submit=Submit 200 OK

220-



WAYOBE

Web Application Toolbox

"Update Session Information" enabled:

&% Manual Request Toolkit

GET http://192.168.178.196/dvwa/vulnerabilities/xss_r/fname=testkss H1
Host: 192.168.178.196

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; de: ni1.9.2.7) Ge
Accept: text/html, application/xhtml+xml,application/xml:q=0.9,*/*:g=0
Accept-Language: de-de de;q=08,en-us;q=0.5,en;q0=03
Accept-Encoding: gzip, deflate

Accept-Charset: ISO-8859-1, utf-8;q=0.7,%:q=0.7

Keep-Alive: 115

Proxy-Connection: keep-alive

Referer: http://192.168.178.196/dvwa/vulnerabilities/xss_r/

Cookie: security=high; PHPSESSID=sheh888vm5j75a020s4bb3i5

4 |

Request Options
[¥ Update Content-Length

™ Run Login

Respon SEI Requestl Differl

TEXTITagIessI Hexl

| ﬂl Highlight|E|

SEND
[~ Use Original Request (QuickScan)
[~ Log Chat e |
| MD5: -N/A- B -Vi |
‘ QuickScan I ‘ ‘ I @ rowser-View
Logs:

- Send - we are redirected to the login page:

& Manual Request Toolkit

Respon SEI Reg uestl Dh‘ferl

Heost: 102.168.178.196

Accept-Language: de-de deg=0.8,en-us;q=05en;q=03
Accept-Encoding: gzip, deflate

Accept-Charset: [S0-8859-1,utf-8;q=0.7,%q=0.7

Keep-Alive: 115

Proxy-Connection: keep-alive

Referer: http://192.168.178.196/ dvwa/vulnerabilities/xss_r/
Cookie: security=high; PHPSESSID=sbeh888vm5j75a920r0s4 bb3i5

1 |

GET http://192,168.178.196/ dvwa/vulnerabilities/xss_r/Tname=testxss H1

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; de; n1.9.2.7) Ge
Accept: text/html, application/xhtml+xml, application/xml;g=09,%/*q9=0

Te’ftITaglessl Hexl

| Grep| Highlight| Reset|

HTTP/1.1 302 Found

Date: Thu, 22 Jul 2010 11:16:23 GMT

Server: Apache/2.2.14 (Win32) DAV/2 mod_ssl/2.2.14 Open
X-Powered-By: PHP/5.3.1

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-
Pragma: no-cache

Content-Length: 0
Connectien: close
Content-Type: text/html

I Request Options
[V Update Content-Length

¥ Update Session Information
™ Run Login
[~ Use Original Request (QuickScan)

[~ Leg Chat

preview >> |

KT

2l

| QuickScan“

| ‘MDS: d41dBcdIBf00b204€9800998 ecidd: Browser-View

[ = 3 W

Logs:

07/22/2010 @ 13:16:23: got answer
07/22/2010 @ 13:16:23: sending request
07/22/2010 @ 13:15:46: got answer

ATLIVAN 1 DA Bl B mmmodioe emmrmek
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Now check "Run Login" which runs the login script (chats 1 + 3) to get valid session
information

- Send - now we successfully updated our session information:

B
ﬁ Manual Request Toolkit -

History: jl_aj Request: EI RESpOﬂSEIReqUEStIDi-HerI

TEH‘tITag[essl Hexl

GET http://192.168.178.196/ dvwa/vulnerabilities/xss_r/Tname=testess H1
Host: 192.168.178.196 | Grep| Highlight| Reset|
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; de; nee1.9.2.7) Ge
Accept: text/html, application/xhtml+xml application/xml;g=0.9,%/g=0
Accept-language: de-de,de;q=038,en-us;q=0.5en;q=0.3
Accept-Encoding: gzip, deflate

Accept-Charset: [S0-8859-1,utf-8:q=0.7,%q=0.7

Keep-Alive: 115

Proxy-Connection: keep-alive

23 Jun 2009 12:00:00 GMT
) ntrol no-cache, must-revalidate

Referer: http://192.168.178.196/ dvwa/vulnerabilities/xss_r/ Pragma: no-cache
Cookie: security=high; PHPSESSID=sbeh888vm5j75a9200s4bb3i5 Content-Length: 4192
Connection: close
Content-Type: tex ml;charset=utf-8
4] | |
T i <!DOCTYPE html PUBLIC
<html xmins="http://
¥ Update Content-Length @ « h:ad
¥ Update Session Information
¥ Run Login SEND 4
o = A [Mal sl ¥
™ Use Original Request (QuickScan) ‘I I LIJ
[™ Log Chat preview > > |
QuickScanl [ ‘ MDS:  dSb6a0f6bfde2e7d7a0ead4ald0lec () Browser-wewl
Logs:
07/22/2010 @ 13:18:50: got answer EI
07/22/2010 @ 13:18:50: sending request
07/2272010 @ 13:16:23: got answer
ATIAN A 1AEDD rmm i rmmimrd LI

Once you got a valid session information you can disable "Run Login" because the session
information is still remembered

Disabling "Update Session Information" will redirect you to the login page again:
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vt et L R - =
History:jl_gj Request: Resetl RESP‘}”SEIRequestIDiFferI

s TﬂtlTagIessI HE:(I
GET http://192.168.178.196/dvwa/vulnerabilities/xss_r/Tname=testss H1
Host: 192.168.178.19%6 I Grepl Highlightl Resetl
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; de; ne:1.9.2.7) Ge
Accept: text/html,application/xhtml+xml application/xml;q=0.9,%/*q=0 HTTP/1.1 302 Found
Accept-language: de-de de;q=0.8,en-us;q=0.5,en;q=0.3 Date: Thu, 22 Jul 2010 11:23:24 GMT
Accept-Encoding: gzip, deflate Server: Apache/2.2.14 (Win32) DAV/2 mod_ssl/2.2.14 Open
Accept-Charset: 150-8859-1, utf-8:q=0.7,%q=0.7 A-Powered-By: PHP/5.3.1
Keep-Alive: 115 Expires: Thu, 19 Mov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-
Pragma: no-cache
Jw/login.php
Content-Length: 0
Connecticn: close

4 | | Content-Type: text/html

Proxy-Connection: keep-alive
Referer: http://192.168.178.196/ dvwa/vulnerabilities/xss_r/
Cookie: security=high; PHPSESSID = shehB888vm5 75392054 bb3i5

r Request Options
¥ Update Content-Length g.}

™ Update Session Information
™ Run Login SEND

I~ Use Original Request (QuickScan) ‘l | LI

™ Log Chat preview »> |

QuickScanlI ‘ MD5:  d41d8cd9gf00b204 9800998 ecfad: @ Bmwser-v.ewl

Logs:

0772272010 @ 13:23:24: got answer 3
07/22/2010 @ 13:23:24: sending request
07/22/2010 @ 13:18:50: got answer

ATIIIA A DACEMN i vk ;I

Now you can also try an active scan but do not forget to exclude the login- and logout chats
from scanning.
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3.4 Manual requests

- double-click the desired chat:

Methodl Host I Path Parameters I Status I Set-Cookie | Comment

1 GET 192.168.178.196 dvwa/login.php 200 0K

2 POST 192168173196 dvwa/loginphp username=admin&passwor 302 Foun

3 GET 192.168.178.196 dvwa/index.php 200 OK

4 GET 192.168.178.196 dvwa/vulnerabilities/sqli/ 200 OK

S e e

6 192.168.178.196 dvwa/vulnerabilities/xss_s/ 200 OK

7 GET 192.168.178.196 dvwa/security.php 200 OK

8 POST 192168178196 dvwa/security.php security=low8&seclev_submi 302 Foun security=low

9 GET 192.168.178.196 dvwa/security.php 200 OK

10 | GET 192.168.178.196 dvwa/vulnerabilities/xss_s/ 200 0K

11 POST 192168173196 dvwa/vulnerabilities/xss_s/ ttName=hugofimtxMessac 200 OK

12 |POST  192168.178.196 dvwa/vulnerabilities/xss_s/ bdMame=hugo8imtxMessac 200 OK

13 GET 192.168.178.196 dvwa/vulnerabilities/fi/ page=include.php 200 0K

14 IGET 192.168.178.196 dvwa/ 200 0K

Here you can change what you like in the request (e.g. id=') and send it away.

& Manual Request Toclkit

:Elg

History: j I_Z ﬂ Request: El

GET http://192.168 178.196/ dvwa/vulnerabilities/sqli/fl i & Submit=Sut
Host: 192.168.178.196

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; de; ne1.9.2.7) Ge
Accept: text/html, application/xhtrl+xml,application/xml;q=0.9.%q=0
Accept-Language: de-de deg=0.8,en-us;q=0.5en;q=0.3
Accept-Encoding: gzip,deflate

Accept-Charset: 150-8859-1,utf-8;q=0.7 %q=0.7

Keep-Alive: 115

Proxy-Connection: keep-alive

Referer: http://192.168 178.196/dvwa/vulnerabilities/sgli/

Cookie: security=low; PHPSESSID=nmk051skk3%feidh37iabekm57

4| | iy

Request Options
[ Update Content-Length @
v Update Session Information

™ Run Login SEND
[ Use Original Request (QuickScan)
™ Leg Chat

preview = |

QuickScanlI

Response Requestl Dif'ferl

TEXTI Hexl

| Grep| Highlight| Reset]

GET http://192.168.178 196/ dvwa/vulnerabilities/sqli/ Tid="!
Host: 192.168.178.196

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; de;
Accept: text/html, application/xhtrml+xml application/xml;c
Accept-Language: de-de deiq=08,en-us;q=0.5,en;q0=03
Accept-Encoding: gzip, deflate

Accept-Charset: 150-8859-1, utf-8;q=0.7,%,q=0.7
Keep-Alive: 115

Proxy-Connection: keep-alive

Referer: http://192 168.178.196/ dvwa,/vulnerabilities/sqli/
Cookie: security=low; PHPSESSID=nmk051skk39feidh37iab

4| | iy

Logs:

07/22/2010 @ 14:26:23: got answer
07/22/2010 @ 14:26:2%: sending request
07/22/2010 @ 14:26:18: got answer

ATIN FEALIEAT rrmAdimn rmmimr+

Le L o]
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The differ function is totally awesome - you can compare 2 chats from the same type:

— | (B

é Manual Request Toolkit

History: j |_3 j Request: Reset Response| Request
GET hitp://192.168.178.196/ dvwa/vulnerabilities/sqli/fREReSubmit=Sut STATUS | LenTH | uRL
Host: 192.168.178.196 1 200 OK 4486 http://192.1
jLc.lser—jf\ge:};;rl'r\;"loz:IIa;"SiF] Minio:s; lU; Wilndm-rs NT 6.}; dle; Nalég.i;?) G[]E 7 200 0K 1486 http://192.1
ccept t tml,application/xhtml+xml,application/xml;q=0.9,%/*q=| _— 3
Accept-Language: de-de deq=0.8,en-us;q=0.5,en;q=0.3 3— 200 OK 594 http://192
Accept-Encoding: gzip, deflate
| P g: gzip, £
Accept-Charset: 150-8859-1, utf-8;q=0.7,%:q=0.7 J | ﬂ
| :
Keep-Alive: 115 - First Chat
Prowy-Connection: keep-alive
L Referer: http://192.168 178,196/ dvwa/vulnerabilities/sqli/ History-1D: 2
| Cookie: security=low; PHPSESSID=nmk51skk39%feidh37iabekm57 URL:  http://192.168.178.196/chwa/vulnerabilities/sqli/?
Length: 4486
! | L Status: 200 OK
| Request Options
r Second Chat
[¥ Update Content-Length Ei}
¥ Update Session Information SRR £
™ Run Login SEND URL:  http://192.168.178.196/dvwa,/vulnerabilities/sqli/?
[~ Use Original Request (QuickSecan) langilis 22

Status: 200 OK

[~ Log Chat preview >> |
Diff it!
QuickScanl I
|
| Logs:
|

07/22/2010 @ 14:30:03: got answer
o 10772272010 @ 14:30:03: sending request
07/22/2010 @ 14:26:23: got answer

AT AR R A ATEDD i e cm ok

Choose the 2 chats which you want to be compared, then click on “Diff it!”

See the comparison of the REQUEST
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Bl Chat Differ — = [ E S|
Response Re t Original MNew
Tvpe I Pos | Count I | Il
10 1 GET http://192 168.178.196/dvwa/vulnerabilities/sqli/Tid="8&5ubmit= Submi GET http://192.168.178.196/ dvwa/vulnerabilities/sqli/7id="&5ubmit=5ubmit
-
1 1
- 10 1 Host: 192.168.178.196 Host: 192.168.178.196
User-Agent: Mozilla/5.0 (Windows; U; Windows NT6.1; de n:1.9.2.7) Gecko User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; de; n:1.9.2.7) Gecko,
713 Firefox/36.7 713 Firefox/3.6.7
Accept: text/html,application/xhtml+xml.application/xml;g=0.9,%/*q=08 Accept: text/html,application/xhtml+xml.application/xml;q=09,%*:q=08
[l Accept-language: de-de,deq=0.8,en-usq=05en;g=03 Accept-Language: de-de deg=0.8,en-us;q=0.5,en;0=03
[ Accept-Charset: 150-8859-1, utf-8;q=0.7,%,9=07 Accept-Charset: IS0-8859-1, utf-8;q=0.7,%,q=0.7
Keep-Alive: 115 Keep-Alive: 115
| P~ i P~
| =
Connection: Close Connection: Close
| Proxy-Connection: Close Proxy-Connection: Close
oy "y
|| Accept-Encoding: Nene Accept-Encoding: Nene
!
|
!
|
!
|
!
|
l
U
J T o [ ]

and the RESPONSE of the chats:

Original New
Twee [pos  [Count | || [wrresiazonox HTTP/1.1 200 OK
* 1 1
] 1 1 Server: Apache/2.2.14 (Win32) DAV/2 med_ssl/2.214 OpenS5L/0.9.81 mod_a Server: Apache/2.2.14 (Wmil) DAV/2 mod_ssl/2.2.14 OpenS5L/0.9 8l moc
color PHP/5.3.1 mod_apreq2-20090110/2.71 mod_perl/2.0.4 Perl/v510.1 color PHP/5.31 mod_apreq2-20090110/2.71 mod_perl/2.0.4 Perl/v5.10.1
- = S X-Powered-By: PHP/5.3.1 ¥-Powered-By: PHP/5.3.1
% 8 1 3 i D = (Cache-Controk no-cache, must-revahidate
Pragma: no-cache
- & !
+ 10 1 Connection: close
i 10 1
. 12 83 re>You have an emmor in your SQL syntax; check the manual that comrespg
= 12 2 QL server version for the night =

Ll | i
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3.5 More functions

Inline De-/Encoding:

If you for example have a HTTP basic authentication you can decode the base64 encoded
string immediately with WATOBO. Just select the string, right click your mouse and you can

see immediately the credentials test/test.

Chat-ID: 149
Vi &
Q Browser-View &= Fuzzer 5&! Manual Request
Request:
| Grep| Highlight| Reset|
GET http:/A authBasic/authTest/ HTTP/1.1

Host: handlelibrary.cormell.edu

Accept-Language: de-de deq=0.8,en-us;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Accept-Charset: [S0-8859-1, utf-8;q=0.7,%q=07
Keep-Alive: 115

Proxy-Connection: keep-alive

Referer http://handle.library.cornell.edu/control/authBasic/
Authorization: Basic [SlEEEIRRedi
- Info -

Length: 12

- Decoder -

Hex(4): o
Hex(Int):
URL: dGVzdDp0ZXM0

- Copy -

Response:

copy text: dGVzd Dp0ZXMN0D

TEﬂlTagless] HE’C] - Transcoder -

| zend to transcoder

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; de; ne1.9.2.7) Gecko,/20100713 Firefox/3.6.7
Accept: text/html, application/xhtml+xml application/xml;q=0.9,%/*q=08

Grep| Highlight| Reset|

You can also send the selected string to the transcoder which can do several de-/encodings:
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2| Transcoder

Length: 9

TEXT]HexI

test:test

- Basebd — [ URL - Hex = “Hash -
Encode| Encode| Encode| MD5 ‘

l Deccldel Decade| SHA-1 |

Browser-View:

A nice feature is when you click on

you can see the response in your browser (on windows only IE supported )

Interceptor:

Of course, WATOBO has an interceptor too:
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r

i | Interceptor - D | [0 S|
Intercept:
v Requests

[ Response

GET http://192 168.178.196/dvwa/vulnerabilities/sqli/fid=Hugo&Submit=5ubmit HTTP/1.1
Accept: application/x-ms-application, image/jpeg, application/xaml+xml, image/gif, image/pjpec
Referer: http://192.168 178,196/ dvwa/vulnerabilities/sqlif

Accept-Language: de-DE

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOWB4; Trident/4.0; SLCC2; \MNET
Accept-Enceding: gzip, deflate

Host: 192.168.178.196

Prowy-Connection: Keep-Alive

Cookie: security=low; PHPSESSID=nu8cBvbecg368s00)flikafsal

1| | *

Acceptl Discardl Dropl
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3.6 Fuzzing

- Enumerate Usernames -

Here we use the fuzzer for collecting usernames from the mutillidae web application [2]. First
examine the response for the username with uid=3.

Here we have a corresponding username (,,Jogged in as john*):

Request:

Text] Hex]
| Grep| Highlight| Reset|

GET httpe//192168.178.196/mutillidae/index.php?page=browser-info.php HTTP/1.1
Host: 192.168.178.195

User-Agent: Mozilla/5.0 (Windows; U; Windows MT 6.1; de; n1.9.2.6) Gecko/20100625 Firefox/3.6.6
Accept: text/html, application/xhtml+xml,application/xml;q=0.97/q=028
Accept-Language: de-de deq=0.8,en-us;q=0.5,en;q=03

Accept-Encoding: gzip,deflate

Accept-Charset: 150-8859-1, utf-8:9=0.7,":q=0.7

Keep-Alive: 115

Proxy-Connection: keep-alive

Referer: hitp://192.168.178.196/mutillidae/index.phpfpage=view-somecnes-blog.php
Caakie:miﬂ

Response:

Tﬂ‘t]TagIess] Hexl
||Dgged in as Grep‘ Highlight‘ Reset‘

| <blink> <font color="#0000ff"> <h2> You are (ks john</h2=1 like the smell of confunles font> </blinks ..« ftd>
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Now open the fuzzer:

2 Fuzzer

Request: Resetl

SEtti”QFI Resultsl

GET http://192168 178.196/mutillidae/index.php?page=show-log.php
Host: 192.168.178.196

User-Agent: Mozilla/5.0 (Windows; U; Windows MT 6.1; de; ne1.9.2,6) C
Accept: text/html application/xhtml+xml,application/xml:g=0.9,%/"q=
Accept-Language: de-de de;q=08,en-us;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Accept-Charset: [50-8859-1, utf-8;9=0.7,%1q=0.7

Keep-Alive: 115

Proxy-Connection: keep-alive

Referen http://192.168.178.196/ mutillidae/index.php?page= browser-in
Cookie: uid=3

1| | i

@ Tags
V Filters

stor] |

r Request Options
¥ Update Content-Length

v Update Session Information

™ Run Legin

Legs:

First we have to define a tag by which we can define the position of a generated value in the
request later. Double-click on Tags and enter a tag name:

- Create New Tag

Enter Label For Tag:

Iui{
Mote:

between '%%, eg. 'H3%tag

To define the position in the request enclose the tag name

It will turn green if the given tag name is correct.
Don't forget to specify a generator!

Eo

Cancel | Acceptl

Next we have to define a generator which will produce the values we need. Double-click on
“Tag: uid®, select “Counter* and choose start=0, stop = 100, step = 0 (=1). This results in the
values 0,1,2,3,....100.
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Create Generator

Select Source

(" File | Select
(+ Counter Start I(]_ Stop Iﬁ Step I(]_

" List ’— ﬂ Remove

Cancel | Accept

To define the position of our values inside the request simply enter the tag name enclosed
between “% %*‘. That means replace uid=3 with uid=% % uid % % :

r

5 Fuzzer =RREE X |

Request: Reset Settings] Results|
GET http://192.168 178196/ mutillidae/index.php’page=show-log.php = 3 Tags
Host: 192.168.178.196 S
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; de; n21.9.26) G 3
Accept: text/html, application/xhtml+xml,application/xml;q=0.3,%*q= = |§- Counter
Accept-Language: de-de deig=08,en-us;q=05en;q=03

| Accept-Enceding: gzip,deflate start=0/stop=100/step=1
Accept-Charset: IS0-8859-1, utf-8,9=07,%9=07 v —
Keep-Alive: 115

Proxy-Connection: keep-alive
Referer: http://192.168.178.196/mutillidae/index.php?page=browser-in
Cookie: uid=FE T F 50

4| i

Ster|

To extract the usernames we also have to define a filter. Double-click on Filters.
So let's define a regex. In this case the regex

logged in as (.*)</h2'

is just fine.

Note: the match value must be enclosed between brackets.
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Create Filter

Filter

" Session-ID |u-ga-1,q-z!-]*]" -

% Regex IIogged inas ()</hd

Cancel | gcceptl

Let's go = click on Start

.

B Fuzzer

Request: Resetl Settingsl Resultsl

GET http://192.168.178.196/mutillidae/index.php?page=show-log.php = @ Tags

Host: 192.168.178.196 B Tag: uid

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 8.1; de; ne19.2.6) C ;

Accept: text/html, application/xhtml+xml,application/xml;q=09,*/*q= B I3 Counter

Accept-Language: de-de,deiq=0.8,en-us;q=0.5,en;g=0.3

i Accept-Encoding: gzip,deflate
Accept-Charset: [S0-8859-1, utf-8;q=0.7,*:q=0.7 El v Filt

Keep-Alive: 115

Proxy-Connection: keep-alive

Referer: http://192.168.178 196/ mutillidae/index.php?page=browser-in

Cookie: uidzm

“sta rt=0/stop=100/step=1
ers

= Filter: Regex
" logged in as (*)=/h2

1| | |

r Request Options
¥ Update Content-Length

v Update Session Information
I ™ Run Login

Logs:

07/23/2010 @ 11:07:42: Finished Fuzzing
07/23/2010 @ 11:07:40: Started Fuzzing (100 Requests)
07/23/2010 @ 11:07:40: Prepare Fuzzing: Generators

| »
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Click on the tab Results:

£ Fuzzer =nnen X

Request: Reset Settings

T I Match
GET http://192.168.178.196/mutillidae/index.php?page=show-log.php S T
Host: 192.168.178.196 i i)
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; de; ne1.9.2.6) C uid=4 ed
Accept: test/html, application/xhtml+xml,application/xml;g=0.9,%/*:q= uid=1 admin
Accept—Langu.age. dg—de,de,q:ﬂ.8,en—u5,q:(].5,en,q:0.3 Lid=6 FaeEs

4 Accept-Encoding: gzip, deflate -

Accept-Charset: 1S0-8859-1, utf-8:q=0.7,q=0.7 uid=5 Fancy
Keep-Alive: 115 uid=3 john

Proxy-Connection: keep-alive
Referer http://192.168.178.196/mutillidae/indexphp?page=browser-in
Cookie: uid=EE e

EX pird
it

4 i

star

Request Options
¥ Update Content-Length

¥ Update Session Information
. Save Matches‘
[ Run Login

Legs:

07/23/2010 @ 11:07:42: Finished Fuzzing 2
07/23/2010 @ 11:07:40: Started Fuzzing (100 Requests)
07/23/2010 @ 11:07:40: Prepare Fuzzing: Generators

- we found the users adrian, ed, admin, hackme, Fancy and john.

- Fuzzing multiple values -

Here we want to enumerate a valid combination of filename + extension. In detail we want to
test combinations of 3 filenames (index, test and xxx) and 3 extensions (mp3, wav and php).

First we define a tag and a list generator for the filenames we want to test.
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Create a tag for the filenames:

Create New Tag

Enter Label For Tag:

AlA

Note:
To define the position in the request enclose the tag name

between '%%', eg. '%e%tagede’.
It will turn green if the given tag name is correct.
Don't forget to specify a generator!

Cancel | Accept

Create the generator:

Create Generator

Select Source

" File | Select
" Counter Start I(]_ Stop I(]_ Step I(]_

* List || Remove

300
test
index

Cancel | Accept

Create a tag for the extensions:

Create New Tag

Enter Label For Tag:

|Bed

MNote:
To define the position in the request enclose the tag name

between '%%, eg. 'Tatag %o
It will turn green if the given tag name is correct.
Don't forget to specify a generator!

Cancel | Accept
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Create the generator:

Because we only want to know about valid combinations we define a filter for all

responses:

Create Generator

Select Source

" File | Select
" Counter Start l(]_ Stop l(]_ Step l(]_
* List Remove

wav

php
mp3

Cancel | Accept

'HTTP/1.1 200 OK’

Create Filter

Filter

" Session-ID |n-ga-z,q-z!-]*]" v

* Regex [HTTP\/1.7200

Cancel | Accept
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i Fuzzer

Next we place our tags:

Request:

Resel

GET http://192.168.178.196/mutillidae/E S e 5 E 5 7 = Ppage= browser-info.php HTTP/1.1
Host: 192168178196

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; de; ne19.2.6) Gecko/20100625 Firefox/3.6.6
Accept: text/html, application/xhtml+xml, application/xmlg=09,/*:q=08

Accept-Language: de-de deiq=08,en-us;g=0.5,en;q=0.3

Accept-Encoding: gzip,deflate

Accept-Charset: 130-8859-1, utf-8;q9=0.7,%,9=0.7

Keep-Alive: 115

Proxy-Connection: keep-alive

Referer: http://192.168 178.196/mutillidae/index.php?page=view-someones-blog.php

Cookie: uid=3

Note, we have:

filename = % % AAA % Y%
extension = % % BBB % %

—> Start fuzzing:

Settingsl Resultsl

= @ Tags

E| T_ag: LY. Y.
: B {5 List-Input
- 3values
[=] Tag: BBE
E| &5 List-Input
- 3values
E] V Filters
B F!Iten Regex
“ HTTPW1.7200

\:.Ellgl

£ Fuzzer
Request: Rasetl Settings Resu\tsl
E & Taa/Value | Match I
GET hitp://192.168.178.196/ mutillidae/ LA T £ LT 5 P page= browser-info.php HTTP/L1
Host: 192.168.178.196 g‘gg‘:";m HTTP/L1 200 OK
=php

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; de; nv:1.9.2.6) Gecko/20100625 Firefox/3.6.6
Accept: text/html application/xhtrl+xml application/xml:q=0.9,/*,q=0 8

Accept-Language: de-de, de;q=0.8,en-us;q=0.5,en;q=03

Accept-Encoding: gzip, deflate

Accept-Charset: 1S0-8859-1, utf-8:q=07, 1q=0.7

Keep-Alive: 115

Prowxy-Connection: keep-alive

Referer: http://192.168 178 196/mutillidae/index.php?page=view-someones-blog.php

Cockie: uid=3

B |

Request Options
¥ Update Content-Length

¥ Update Session Information
I Run Legin

| Save Match E§|

Logs:

07/23/2010 @ 11:45:50: Finished Fuzzing
07/23/2010 @ 11:45:49: Started Fuzzing (6 Requests)
07/23/2010 @ 11:45:49: Prepare Fuzzing: Generators
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—> we have only one single match.
If you want to see all combinations of values simply remove the filter:
e Fuzzer . —— e — (=] O o]
Request: RESEtl Settings
s - Tag/Value Match
GET hitp://192.168.178.196/mutillidae/ FE 0 2 FE T T F S page=browser-info.php HTTR/1.1
Host: 192.168.178.196 ‘E“E“E_" ’“"‘3 HTTP/1.1 404 Not Found Date: Fri, 23 Jul 2010 02:47:47 GMT 5
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; de; n1.9.2.6) Gecko/20100625 Firefox/3.6.6 =M
Accept: text/html,application/xhtml+xml,application/xml:q=0.9,*/*:q=08 Al e A
(97 kb il ok it BBE- php HTTP/1.1 404 Not Found Date: Fri, 23 Jul 2010 09:47:47 GMT 5
Accept-Encoding: gzip, deflate AAA= i
Accept-Charset: 150-8859-1, utf-8;q=0.7,%:q=07 BRE e HTTP/1.1 404 Not Found Date: Fri, 23 Jul 2010 03:47:46 GMT 5
Keep-Alive: 115 e
Proxy-Connection: keep-alive BEB—_wav HTTR/1.1 404 Not Found Date: Fri, 23 Jul 2010 09:47:47 GMT &
Referer: http://192.168 178.196/mutillidae/index.php?page=view-someones-blog.php I
Cookie: uid=3 Al thdex HTTP/1.1 404 Not Found Date: Fri, 23 Jul 2010 02:47:47 GMT 5
BEB=wav
e HTTP/1.1 404 Not Found Date: Fri, 23 Jul 2010 03:47:47 GMT 5
BEB=mp3
BBB:pt:;pt HTTP/1.1 404 Not Found Date: Fri, 23 Jul 2010 09:47:47 GMT S
ol HTTP/1.1 404 Not Found Date: Fri, 23 Jul 2010 08:47:47 GMT 5
BBB=mp3
‘B“B”B:‘: ;:‘:f" HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 09:47:47 GMT Server: &
‘ Start“ ‘
r Request Options
¥ Update Content-Length J | d
v Update Session Information
X ‘ Save Matchesl
™ Run Legin
Logs:

07/23/2010 @ 11:47:47: Finished Fuzzing
07/23/2010 @ 11:47:47: Started Fuzzing (6 Requests)
07/23/2010 @ 11:47:47: Prepare Fuzzing: Generators

AT 2900 @ A1 ABER, Einickmd Cevemim

-39-



) WATeBe can@

Web Application Toolbox TEAAM

- Generating complex values -

Here we only generate more complex values without really fuzzing the web application so we
neither place a tag at the request nor we need to define a filter.

First we create a tag called 'FANCY" and a simple generator which produces the values

0,1,2,.....20 and start the fuzzing process. In the Result tab we can see our values:
i Fuzzer

Request: Reset Settings
Taa/Val Match

GET hittp://192.168.178.196/mutillidae/index.php?page=browser-info.php HTTP/1.1 =UALLL =

Host: 192.168.178.196 FAMCY=4 HTTP/1.1 200 OK |

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; de; nvi1.9.2.6) Gecko/20100625 Firefox/3.6.6 FAMCY=6 HTTP/1.1 200 QK |

Accept: text/html, application/xhtml+xml, application/xml;g=0.9,*/*g=08 EAMCY=5 HTTP,/1.1 200 QK |

Accept-Language: de-de de;q=0.8,en-us:q=0.5,en;q=0.3 = ;

Accept-Encoding: gzip,deflate ANy HLTFAE 000k

Accept-Charset: 1S0-8859-1, utf-8:q=07,%q=0.7 FANCY=8 HTTP/L.1 200 OK |

Keep-Alive: 115 FANCY=9 HTTP/1.1 200 OK |

Prowy-Connection: keep-alive EANCY=10 HTTP/1.1 200 OK |

Refergr: th;J_._a_alQE.168.1?8.196_amutlllldaeamdex.php.page-\rlew somecnes-blog.php FANCY=12 HTTR/L1 200 OK |

Cookie: uid=3
FANCY=11 HTTP/1.1 200 OK |
FANCY=15 HTTP/1.1 200 OK |
FANCY=14 HTTP/1.1 200 OK |
FANCY=13 HTTP/1.1 200 OK |
FANCY=17 HTTP/1.1 200 OK |
FANCY=16 HTTP/1.1 200 OK |
FANCY=19 HTTP/1.1 200 OK |
FANCY=20 HTTP/1.1 200 OK |
FANCY=18 HTTP/1.1 200 OK |
FANCY=3 HTTP/1.1 200 OK |
FANCY=0 HTTP/1.1 200 OK |
FANCY=2 HTTP/1.1 200 OK |
FANCY=1 HTTP/1.1 200 OK |

Start |

Next we work on the values we get from the generator (input). We want to build values like
“<input*10>:<input>*

For example for input=3 we want the resulting value “30:3*. Therefore right-click Counter
and choose Add Action, select “Ruby Proc” and add the following line of ruby code:

(input.to_i*10).to_s + '":" + input
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Create Action

Select Acticn

" Encode Base64
" Encode URL
" Hash MD5

& Ruby Proc

proc{ [input|
# place your code betweenhere
#e.qg. input + "TAIL"

# and here
}

I Cancel | gcceptl

—> Start fuzzing and check the results:

_ — - -
Request: -Re_setl Settings
GET http://192.168.178.196/mutillidae/index.phpZpage=browser-info.php HTTP/L1 L [ Match -
Host: 192,168 178.196 FANCY=40:4 HTTP/11 200 CK Date: Fri, 23 Jul 2010 10:12:00 G
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; de; rnv:1.9.2.6) Gecko/20100625 Firefox/3.6.6 FANCY=30:3 HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:12:00 G
Accept text/html,application/xhtml+xml application/xml;q=09,%/*q=08 EANCY=60:6 HTTP/L1 200 OK Date: Fri, 23 Jul 2010 10:12:00 G
ﬁig:g:t;:g:fﬂg: ::i::,;sf:o.a,en-us;q:o.s,en,-q:oa FANCY=50:5 HTTP/L1 200 OK Date: Fri, 23 Jul 2010 10:12:00 G
Accept-Charset: 150-8859-1, utf-8:q=0.7,:q=0.7 FANCY=70:7 HTTP/1 200 OK Date: Fri, 23 Jul 2010 10:12:00 G
Keep-Alive: 115 FANCY=80:3 HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:12:00 G
:zge-rc:z:tlfmggilge.gg!le.vngmutlII|daef|ndex.php?page:wew-someones-blog.php EANCY -0 LR L2000 Date b 23 1l 2010101400 8
Cookie: id=3 FANCY=100:10 HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:12:00 G
FANCY=110:11 HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:12:00 G
FANCY=120:12 HTTP/11 200 OK Date: Fri, 23 Jul 2010 10:12:00 G
FANCY=140:14 HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:12:00 G
FANCY=160:16 HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:12:00 G
FANCY=150:15 HTTP/11 200 OK Date: Fri, 23 Jul 2010 10:12:00 G
FANCY=130:13 HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:12:00 G
FANCY=170:17 HTTP/11 200 OK Date: Fri, 23 Jul 2010 10:12:00 G
FANCY=180:18 HTTP/11 200 OK Date: Fri, 23 Jul 2010 10:12:00 G
FANCY=130:19 HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:12:00 G
FANCY=200:20 HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:12:00 G
FANCY=10:1 HTTP/11 200 OK Date;: Fri, 23 Jul 2010 10:12:00 G
FANCY=20:2 HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:12:00 G
FANCY=0:0 HTTP/11 200 CK Date: Fri, 23 Jul 2010 10:12:00 G
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In the next step we want to base64 encode this value by simply adding another action:
Create Action
Select Action
& Encode Basefd
" Encode URL
" Hash MD5
" Ruby Proc
proc { [input|
# place your code betweenhere
#e.g. input + "TAIL"
# and here
1
Cancel | Qcceptl
—> Start fuzzing and check the results:
MER - =
Request: RESEtl Settings
Taq/Val Match £
GET hitp://192.168.178.196/mutillidae/index,php?page= browser-info.php HTTP/L1 F;;f:;_“;TMM — I J£
Host: 182168.178.196 - Q== HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:15:20
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; de; n1.9.2.6) Gecko/20100625 Firefox/3.6.6 )
Accept: text/html, application/xhtml+xml application/xml;q=0.8,%/%q=08 FANCY=MjA6Mg== HTTP/11 200 OK Date: Fri, 23 Jul 2010 10:15:20
Accept-Language: de-de,de;q=0.8,en-us;q=05,en;q=03
Accept-Encoding: gzip, deflate 2]
Acce;_Charset:%Sg_;gsg_l_uﬁ_a_.q:ol?‘,;ngl? HANCEEMbow HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:15:20
Keep-Alive: 115 = I
Proxy-Connection: keep-alive EANCENDABNAS= HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:15:20
Referer: http://192.168 175.196/mutillidae/index.php?page=view-someones-blog.php
Cookie: uid=3 RARKCY=NERGNNI=S HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:15:20
A iRbNG== HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:15:20
HANCYSNIASNOS HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:15:20
FANCY=ReRON== HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:15:20
FANCY=0DAGOAS= HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:15:20
FANCY: MITAWOEW HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:15:20
TANCY=014600-5 HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:15:20
FANCY= ML) b HTTP/1.1200 OK Date: Fri, 23 Jul 2010101520 |
FANCY=MTIwOjEY HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:15:20
| | FANCYZMTMAONE HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:15:20
Startl
: ) FONCYEMIQwihED HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:15:20
Request Options
¥ Update Content-Length EANCYEMTLOyE) HTTPR/1.1 200 OK Date: Fri, 23 Jul 2010 10:15:20 =
¥ Update Session Information
i ‘ Save Matchesl
™ Run Login
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In the final step the value should look like this:

"WATOBO:*“<base64>‘“:pwned*

We create another action by adding the following ruby code:

"WATOBO:* + input.strip + “:pwned*¢

Create Action

Select Acticn

" Encode Basefd
" Encode URL
" Hash MD5

* Ruby Proc

proc{ [input|
# place your code betweenhere
#e.qg. input + "TAIL"

"WATOBO:" + input.strip + ":pwned

# and here

}

Cancel | Accept
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—> Start fuzzing and check the results:

i Fuzzer -qm

Request:

GET http://192.168 178.196/mutillidae/index.php?page=browser-info.php HTTP/1.1
Host: 192168 178.196

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; de; nvi1.9.2.6) Gecko/20100625 Firefox/3.6.6
Accept: text/html,application/xhtml+xml,zpplication/xml;q=0.9,%*:q=0.8
Accept-Language: de-de deg=0.8,en-us;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Accept-Charset: IS0-8859-1, utf-8;q=0.7,%q=0.7

Keep-Alive: 115

Proxy-Connection: keep-alive

Referer: http://192.168.178 196/ mutillidae/index. php?page=view-someones-blog.php
Cookie: uid=3

s

[ Request Options
[¥ Update Content-Length

¥ Update Session Information
™ Run Login

Taa/Value

Match

FANCY=WATOBO:MjA6Mg==:pwned
FAMCY=WATOBJ:MzASMw==:pwned
FAMCY=WATOBO:NzAGMNw==:pwned
FANCY=WATOBC:NjABMNg
FANCY=WATOBO:NTABNQ=:
FANCY=WATOBO:NDAGNA=:
FANCY=WATOBO:0DAGOA=
FANCY=WATOBO:0TABOQ=:
FANCY=WATOBO:MTAwQ]Ew:pwned
FANCY=WATOBO:MTEwOjBxpwned
FAMCY=WATOBO:MTIwOjEy:pwned
FANCY=WATOBO:MTMwOjEz:pwned
FANCY=WATOBO:MTUwOjEL:pwned
FANCY=WATOBO:MTQwOjED:pwned
FAMCY=WATOBO:MTcwOjE3:pwned
FANCY=WATOBO:MTlwOjES:pwned
FANCY=WATOBO:MTgwOjEd:pwned
FAMCY=WATOBO:MTYwOjE2:pwned
FAMCY=WATOBO:MjAwOjlw: pwned
FANCY=WATOBO:MDow:pwned
FANCY=WATOBO:MTABMQ==:pwned

4]

HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:33
HTTP/L.1 200 OK Date: Fri, 23 Jul 2010 10:33
HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:33
HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:33
HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:33
HTTP/L.1 200 OK Date: Fri, 23 Jul 2010 10:33
HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:33
HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:33
HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:33
HTTP/L.1 200 OK Date: Fri, 23 Jul 2010 10:33
HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:33
HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:33
HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:33
HTTP/L.1 200 OK Date: Fri, 23 Jul 2010 10:33
HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:33
HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:33
HTTP/1.1 200 OK Date: Fri, 23 Jul 2010 10:33

HTTP/1.1 200 OK Date:
HTTPR/1.1 200 OK Date:
HTTR/1.1 200 OK Date:
HTTP/1.1 200 OK Date:

: Fri, 23 Jul 2010 10:33
: Fri, 23 Jul 2010 10:33
: Fri, 23 Jul 2010 10:33
s Fri, 23 Jul 2010 10:33

]

‘ Save Matches

Logs:

07/23/2010 @ 12:33:41: Finished Fuzzing
07/23/2010 @ 12:33:40: Started Fuzzing (20 Requests)
07/23/2010 @ 12:33:40: Prepare Fuzzing: Generators

AT FI3 A @ 1A G Cimicbed Eirion

Perfect !
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4. Conclusion

WATOBO is a really awesome tool which doesn't need an installation and can be quickly
adapted to new requirements. I think the semi-automated approach of WATOBO is the best
way to perform an accurate audit and to identify most of the vulnerabilities.

The session management feature is totally leet and rarely found in free tools of this genre.
Most of the functions are self explanatory and easy to perform which makes WATOBO an
important tool in the pentester's arsenal. Since it's written in ruby you can add your own
checks.

The implemented fuzzer is very valuable in exploring a web application and finding more
information and vulnerabilities.

All these great features and functions make WATOBO one of the top free web assessment
tools.
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