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But I am between you and the next 0xc0ff33 break !
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deadline
hard to manage



�ƒUnless you are very fortunate...

25 hours of work
24 hours of time



�ƒWe all know what pain sounds like
�ƒunbalance = more pain
�ƒMore pain =  AAAAAAAAAAAAAAAAA...AAAAA
�ƒBuffer overflow !



�ƒBefore going to work/school
�±Launch your fuzzers
�±Automated process

�ƒWhen the fuzzer finds something
�±A script evaluates the crash
�±We get an email or twitter DM
�±(We try to automate this)



�ƒOur 1337 script turned the crashes into exploits



I wish

Writing the exploit usually
requires manual work



�ƒManual exploit development takes time
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�±Pentest => deadline

�ƒFast, reliable & efficient exploiting
=

more time for 

the harder ones
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�ƒplenty of choice :



�ƒ... I was still frustrated
�ƒI wanted something different / better :

�±A single plugin
�±Immunity Debugger
�±�^�^�u���Œ�š�_���˜���Œ���o�]�����o��



Statistics

Fiction
Facts

80% of the statistics is based on fiction, including this one



Pie charts

Look like a butt

Don't look like a 
butt






































































































